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<Huawei>sys

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname ARL

# RHME B4R

[AR1]un in en

Info: Information center is disabled.
[ARl]interface GigabitEthernet 0/0/0
ARI1-GigabitEthernet0/0/0]ip address 60.59.59.1 24
AR1-GigabitEthernet0/0/0]quit

ARl]interface GigabitEthernet 0/0/1
ARI1-GigabitEthernet0/0/1]ip address 100.10.10.1 24
AR1-GigabitEthernet0/0/1]quit

ARI]quit

<ARl>save

[
[
[
[
[
[



SR 2 AR2 B H#% 1P HubEfid B

< AR2>system-view

Enter system view, return user view with Ctrl+7Z.
[AR2]interface GigabitEthernet 0/0/0
[AR2-GigabitEthernet0/0/0]ip address 60.59.59.2 24
[AR2-GigabitEthernet0/0/0]quit

[AR2]interface GigabitEthernet 0/0/1
[AR2-GigabitEthernet0/0/1]ip address 50.59.59.2 24
[AR2-GigabitEthernet0/0/1]quit

[AR2]quit

<AR2>sa

B3 AR3 B A IP HHEACE

<Huawei>

<Huawei>sys

<Huawei>system-view

Huawei] sysname AR3

AR3]interface GigabitEthernet 0/0/0
AR3-GigabitEthernet0/0/0]ip address 100.10.10.2 24
AR3-GigabitEthernet0/0/0]quit

AR3]interface GigabitEthernet 0/0/1
AR3-GigabitEthernet0/0/1]ip address 70.10.10.2 24
AR3-GigabitEthernet0/0/1]quit

AR3]quit

<AR3>sa

FIE 4 FWI Bk ES S ,

[
[
[
[
[
[
[
[

HERHAIEHINAF 4 admin, %E: Admin@123, ZAEMN . huawei@123, Jil &0

[FWl]interface GigabitEthernet 0/0/0
[FWl-GigabitEthernet0/0/0]ip address 172.168.16.253 24
# Y ping IhEE
[FWl-GigabitEthernet0/0/0]service-manage ping permit
# JOVT ssh Thik

[FWl-GigabitEthernet0/0/0] service-manage ssh permit

# 0¥ https TheE

[FWl-GigabitEthernet0/0/0] service-manage https permit
[FWl-GigabitEthernet0/0/0]quit

# ACE Fwl Pk bk

[FWl-GigabitEthernetl/0/1]ip address 50.59.59.1 24

# GigabitEthernetl1/0/1 8 ping.
[FWl-GigabitEthernetl/0/1]service-manage ping permit
[FWl-GigabitEthernetl/0/1]quit

# BT untrust X1

[FWl]firewall zone untrust

# ¥ GigabitEthernet 1/0/1 IAF| untrust X
[FWl-zone-untrust]add interface GigabitEthernet 1/0/1
[FWl-zone-untrust]quit

[FW1]quit

<FWl>save

£ 5 FWI1 i ssh UG M ACE .
HF 4 firewalll, #f3: huawei@123,



[FWl]stelnet server enable
[FWl]aaa

[FWl-aaa]lmanager-user firewalll
# JFJA ssh iR%%

[FWl-aaa-manager-user-firewalll]service-type ssh

FWl-aaa-manager-user-firewalll]level 15

)

[
[FWl-aaa-manager-user-firewalll]password
# DU %S : huawei@123

Enter Password:

Confirm Password:
FWl-aaa-manager-user-firewalll]quit
FWl-aaalquit
FWl]Juser-interface vty 0 4

FWl-ui-vty0-4]quit

R

[FWl]rsa local-key-pair create
The key name will be: FW1 Host
The range of public key size is (2048 ~ 2048).
NOTES: If the key modulus is greater than 512,

it will take a few minutes.

Input the bits in the modulus[default = 2048]:2048

Generating keys...

[
[
[
[FWl-ui-vty0-4]authentication-mode aaa
[
#

CoHtHtt

[FWl]lquit
<FWl>save

i F SecureCRT A2 &5 FW1, WA 2-3-28-5 AR,

172.168.16.253 x

rtual-if0

[Fwl]

E2-3-28-5 ({EMASecureCRT iZi2E&RFW1



SI6 MiE AR2, AR3 Al AR1 = i 2888 15 5.
[AR2]display current-configuration | include ip rou
ip route-static 70.10.10.0 255.255.255.0 60.59.59.1
ip route-static 100.10.10.0 255.255.255.0 60.59.59.1
[AR3]display current-configuration | include ip rou
ip route-static 50.59.59.0 255.255.255.0 100.10.10.1
ip route-static 60.59.59.0 255.255.255.0 100.10.10.1
[ARl]display current-configuration | include ip rou
ip route-static 50.59.59.0 255.255.255.0 60.59.59.2
ip route-static 70.10.10.0 255.255.255.0 100.10.10.2
[AR1]
P £ P - 3
<AR2>ping 100.10.10.2
PING 100.10.10.2: 56 data bytes, press CTRL C to break
Reply from 100.10.10.2: bytes=56 Sequence=1 ttl=254 time=30 ms

--- 100.10.10.2 ping statistics ---
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 20/24/30 ms
PR £ - i
<AR3>ping 60.59.59.2
PING 60.59.59.2: 56 data bytes, press CTRL C to break
Reply from 60.59.59.2: bytes=56 Sequence=1 ttl=254 time=30 ms

--- 60.59.59.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 20/24/30 ms

FBT7 FW2 Bk HARE .,

155

¢ FW2-GigabitEthernet0/0/0 HLE
[FW2-GigabitEthernet0/0/0]display this
2021-12-06 12:15:52.590

#

interface GigabitEthernet0/0/0

undo shutdown

ip binding vpn-instance default

ip address 172.16.0.254 255.255.255.0

alias GEO/METH

service-manage https permit

service-manage ping permit

service-manage ssh permit
#
return

[FW2-GigabitEthernetl1/0/1]ip address 70.10.10.1 24
[FW2-GigabitEthernetl/0/1l]service-manage ping permit
[FW2-GigabitEthernetl/0/1]quit

[FW2]firewall zone untrust



[FW2-zone-untrust]add interface GigabitEthernet 1/0/1

[FW2-zone-

[FW2]quit
<FW2>sa

untrust]quit

LE8 WAL E BIAR .

[FWl]ip route-static 0.0.0.0 0 50.59.59.2
[FW2]ip route-static 0.0.0.0 0 70.10.10.2

H$£I 9 FWI1 5 FW2 Jili untrust/trust/local =/ X1 ping e,
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FW2 @il ssh M GnfE AR E, HF 4 firewall2, Z45: huawei@123, Ml &M,

i ] x
T ST ATRETEN®
B untrust-any
Hid
SR — NONE —

FE RS
VLANID TEHIAVLAN ID <1-4094>
FELRIE local rustuntrust k]

R any i)

FHIHREE any x
ERIHER @ any x
RR@® any x i)

HNREQ any x
HREEG® any x

18] icmp x

foti:] any x E&if]
SHEIMRMBWAE . S5 BSARBINE - DHAE
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URL#2E any x E&if]
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il ® fuix 2k

mEE
EnE ~NONE —~ il
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wE WEFER i)
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kI Em x

27 SRERAIET: SERENEN® 2
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ik

R —NONE —

E R EHARE

VLANID TEHIALVLAN ID <1-4004>

BEERIR local frustuntrust [E2)

BfZE2 s any [E2id]

FHAHEE any x

BAHEHAIR @ any x
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#IAR@ any x
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SEA0 IR R 1] 2%
FWl-ping-FW2- il
<FWl>ping 70.10.10.1
PING 70.10.10.1: 56 data bytes, press CTRL C to break
Reply from 70.10.10.1: bytes=56 Sequence=1 ttl=252 time=19 ms

--- 70.10.10.1 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 17/17/19 ms

=. HEPNEEE
£ FWI1 AW HbERCE

# CE vian DA NG
[FWl]interface Vlanif 10
[FWl-VlaniflO]display this
2021-12-07 01:52:13.410

#

interface V1aniflO

ip address 10.1.10.254 255.255.255.0

#

Return

# ¥ vian 10 AR trust X

[FWl-zone-trust]add interface Vlanif 10
[FWl-VlaniflO]service-manage ping permit

# K A TR
[FWl-GigabitEthernetl/0/0]portswitch
[FWl-GigabitEthernetl/0/0]port link-type access
[FWl-GigabitEthernetl/0/0]port default vlan 10
[FWl-GigabitEthernetl1l/0/0]quit

$E 2 FWI1 Biki% NAT #4nIhRElic S (AT DAZME, BoEEK: MR W& d@ig i)
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it

BiEHHLA R A

IPHE R MACHE 10.1.10.0/24

STEIEE— PR EESMACKE . 177 BREEESER. T
10.10.12
10.10.1 21255 255 255.0
10.10.12/32
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ZRRNAT S X
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it MF-nat
R FREERRE
AT ®) NAT NATE4
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BHElFR any =
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NATHENG | ESaMY | BAVSSENY
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Tz 8 FaEn $ear Binx OEesarcs Sam GER
QFH) TR ORI R
=z iR = NAT2R SHAREST HiEB EE2XE B KiSHEn
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PC1 (IP: 10.1.10.1) -ping-FW2 - i, I/ 2-3-28-11,
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ination-zone untrust

untrust-any

E2-3-28-12 BMIEFWI-NATSIEZRIRER

L3 FW2 AW bR E

[FW2]vlan 80

Info: This operation may take a few seconds. Please wait for a moment...done.
[FW2-v1an80]quit

[FW2]interface Vlanif 80

[FW2-V1anif80]ip ad

[FW2-V1anif80]ip address 10.2.80.254 24
[FW2-V1anif80]service-manage ping permit
[FW2-V1anif80]quit

[FW2]firewall zone trust

[FW2-zone-trust]add interface Vlanif 80
[FW2-zone-trust]quit

[FW2]interface GigabitEthernet 1/0/0
[FW2-GigabitEthernetl/0/0]portswitch
[FW2-GigabitEthernetl/0/0]port link-type access
[FW2-GigabitEthernetl/0/0]port default vlan 80
[FW2-GigabitEthernetl1/0/0]quit

[FW2]quit

<FW2>save

HFI 4 FW2 B k% NAT $#IhGElc e (AT DAZE, Bl RIA: WKW ga@im i),
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i NAT 5RHE, LA 2-3-28-14,

SENATE B 3
[TE#48]
E= FW2-NAT *
it
i
AT ®) NAT MATG4
i AREERE L
HiEER TELEATIEIER
EfidER

BEEER tust

=] AR R o g

GE1/0/1

Fi @ [SifEht >

BFH@ R L

j: :16] BRSNS
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2-3-28-14 FENATERES (128

pC2 (IP: 10.2.80.1) -ping-FWl- il

PC>ping 50.59.59.1

Ping 50.59.59.1: 32 data bytes, Press Ctrl C to break

From 50.59.59.1: bytes=32 seqg=1 ttl=251 time=31 ms

A M-+

--- 50.59.59.1 ping statistics ---
5 packet (s) transmitted

5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 16/25/31 ms

1 FW2 B k38 NAT ##f5 8, WE 2-3-28-15 FirR,

[FW2]1dis firewall session table verbose source zone trust destination zone untru

st
2021-12-07 02:29:40.4%0
Current Total Sessions : 5

icmp VPN: public —-> public ID: c487£913633e79023276laec70f

Zone: trust —-> untrust TTL: 00:00:20 Left: 00:00:16

Recv Interface: Vlanif80

Interface: GigabitEthernetl/0/1 NextHop: 70.10.10.2 MAC: 00e0-fcaf-223c
<--packets: 1 bytes: 60 --> packets: 1 bytes: &0
10.2.80.1:4807[70.10.10.1:2056] --> 50.59.59.1:2048 PolicyName: untrust-any

icmp VPN: public —-> public ID: c487£913633e6aB82379%6laecTle

Zone: trust —-> untrust TTL: 00:00:20 Left: 00:00:15

Recv Interface: Vlanif80

Interface: GigabitEthernetl/0/1 NextHop: 70.10.10.2 MAC: 00e0-fcaf-223c
<--packets: 1 bytes: 60 --> packets: 1 bytes: 60
10.2.80.1:4551[70.10.10.1:2055] --> 50.59.59.1:2048 PolicyName: untrust-any

icmp VPN: public —-> public ID: c487£913633e4d835ccElaecTlc

Zone: trust —-> untrust TTL: 00:00:20 Left: 00:00:13

Recv Interface: Vlanif80

Interface: GigabitEthernetl/0/1 NextHop: 70.10.10.2 MAC: 00e0-fcaf-223c
<--packets: 1 bytes: 60 --> packets: 1 bytes: 60
10.2.80.1:4039[70.10.10.1:2053] --> 50.59.59.1:2048 PolicyName: untrust-any

icmp VPN: public —-> public ID: c487£913633e5c037416laec70d

Zone: trust —-> untrust TTL: 00:00:20 Left: 00:00:14

Recv Interface: Vlanif80

Interface: GigabitEthernetl/0/1 NextHop: 70.10.10.2 MAC: 00e0-fcaf-223c
<--packets: 1 bytes: 60 --> packets: 1 bytes: 60
10.2.80.1:4295[70.10.10.1:2054] --> 50.59.59.1:2048 PolicyName: untrust-any

icmp VPN: public —-> public ID: c487£913633e8783b6a6laec7ll

Zone: trust —-> untrust TTL: 00:00:20 Left: 00:00:17

Recv Interface: Vlanif80

Interface: GigabitEthernetl/0/1 NextHop: 70.10.10.2 MAC: 00e0-fcaf-223c
<--packets: 1 bytes: 60 --> packets: 1 bytes: 60
10.2.80.1:5063[70.10.10.1:2057] --> 50.59.59.1:2048 PolicyName: untrust-any

2-3-28-15 FW2FEXKIENATHERER

1



B SR B B NAT SRIE2E (|-, 47 IPSec il B, KN N W NAT 5 # A fR & T VPN i,
N 7 B K NAT 564, JoikdE A VPN e (af DLE 4725 B 5 A S E e ok, % & NAT
ZERE R SIS NAT SR8 7).
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16 AR & 2 i M N W 22 6] &A@, PCL (IP: 10.1.10.1) -ping-PC2(10.2.80.1)- A~
W 2-3-28-16 flirR o
PC2 (IP: 10.2.80.1) -ping-PC1(10.1.10.1)- A<, HL& 2-3-28-17,

10.1.10.1

ata bytes, Press Ctrl C to bresak
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